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DEPARTMENT OF THE AIR FORCE
AIR EDUCATION AND TRAINING COMMAND

MEMORANDUM FORALL RECRUITERAND AFROTC PERSONNEL

FROM: HQAETC/SF
1851 First Street East, Suite 2
Randolph AFB TX 78150-4316

SUBJECT: Force Protection and Personal Protection

1. Thedanger of terrorism and related criminal activity hastaken atoll upon membersof the Armed
Forces. We havelearned the lessons of not being prepare and poor situational awareness“the hard
way” too many times. The Beirut USMC barracks bombing in the 1980s; OPM SANG bombing,
Riyadh, Saudi Arabia; Khobar Towers, Dhahran, Saudi Arabia; Alfred P. Murrah Federal Building,
Oklahoma, in the 1990s; and the USS Cole bombing, Yemen, in 2000. Inthe Murrah Federal
Building, theAir Force, Army and Marine Corps|lost service membersin thishorrendousact. 1nour
heartland!

2. Themilitary servicescontinueto recruit, train and deploy forward to safeguard and defend the
United Statesinterests. 1n doing so, we make ourselvesvulnerableto acts of terrorism and simple
criminal activities. However, wedo not haveto accept thisdanger asaninevitablefact of military life.
You can do something about it! You can prepareyourself and devel op ahealthy situational awareness
to recogni ze potential threatsto your life, or that of your loved ones.

3. Air Force Recruiting and Reserve Officer Training Corps (ROTC) organi zations, by the nature of
their business, find themsel ves vulnerableto individual s and organi zationsintent on attacking military
symbols. Located intheheart of America, in our citiesand on our universitiesand colleges, your doors
areopento our futureAir Force members. Your officefacilitiesand government vehiclesare easy to
recognize and not protected by abase perimeter and an armed entry control point. You cando
something about it! Indoing so, you also better defend yourself from being avictim to simple criminal
activities.

4. Thishandbook was put together to give you step-by-step procedures of inspecting your work place
and vehicles. It alsodiscussespersonal security travel tips, tipson recognizing surveillance activities
against you and how to deal with abomb threat.

5. You are not required to memorize thishandbook! But, you should familiarize yourself withthe
contentsand keep it near to use when needed.

6. You provideagresat serviceto theAir Force and thiscountry! Sell our pridein service and commit-
ment to peace, and take care of your family, yourself and your duty location. Thanks!

RICHARD K. ELDARD, Colond, USAF
Director of Security Forces
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CHAPTER 1
WORK PLACE SECURITY

The average American spends one-third of their day at work. Thisratio increasesfor military members,
especially recruiters, who normally work longer than a40-hour work week. Thisiswhy thework
place security issoimportant. Today every office, ranging from the one-man shop to amajor defense
firm’sbuilding has some sort of security program. Thefollowingisintended to be atemplatefor

devel oping aprogram tailored to your specific needs:
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* Beforeyou enter your office, first thing in the morning, do aquick exterior check for anything
out of theordinary.

* |tisalso agood ideabefore entering/l eaving the recruiting station/officeto scan for suspicious
personsloitering in hallwaysand parking lots.

* Check the door to ensureit’snot ajar or unlocked (especialy sinceyou locked it the night
before).

* Try to arrange your office so that desksare not directly in front of windows (hazardsrangefrom
flying glassfrom abomb blast to providing an easy target for asniper).

* Try to keep blinds closed asmuch aspossible.

* |f thereismorethan one entrance/exit, ensure secondary exitsare kept locked to prevent outside
entry.

* Do not |leave money insecure or displayed openly.

* Mark valuables and store serial numbersand markings separately.
* Becareful about providing information on your officeto strangers.
* Conduct end-of-day security checks.

* Ensure windows and doors arelocked and secured beforeleaving.

* Ensure entrances/exitsarewell lit and report inoperativelighting.
* Do not leave keysto vehiclesor office/building insecure.

* Ensure doors have adequate |ocking devices, such asdead blotsand strong locks.

1

CHAPTER 2
VEHICLE INSPECTION/CHECK PROCEDURES

Your vehiclesare probably one of the most important tools made availableto you. You spend alot of
time ontheroad, traveling to schools, colleges, residences, induction stationsand nearby installations.
Unlikemost government vehicles, your vehiclesare usually parked off basewhen notinuse. The
parking lotsare often poorly lit and infrequently patrolled by local police, making your vehicles
potential targetsfor vandalism and tampering. Here are sometipson doing vehicle security checksto
help you keep your vehicle safe and drivable. Consider using these periodically, particularly during
higher THREATCONSs or other times of concern which indicateincreased vigilance.

PERIMETER

* When you first approach the vehicle youwill bedriving, do awalk around or perimeter check.

* Do the standard check for damages, dents, or missing parts.

TWO MAN SEARCH

* |f you have asecond person available, havethat individua walk in the oppositedirection from
you and do athorough exterior search/inspection.
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* Tires, whedl wells, and weather stripping arejust some of the placesabomb or other device can be

placed to hurt or kill you!
* Inthefront, check hood releaseto make sureitisnot gjar.
* Check for damageto thegrill or protruding wiresor foreign objects.

* The bumper isan excellent placeto conceal abomb, don’t overlook it.
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* Check for obstructionsaround the wheels, or for anything that could damagethetires.

* Blocking the exhaust pipeisan effective way toimmobilize and damage avehicle, and cause
carbon monoxide poisoning for occupants.

* Check under therear of the vehiclefor any protruding wires or objects placed in the rear bumper.

* Make surethetrunk isnot open or gjar and no oneishidinginside.

* Check under the sparetire cover andtireitself for any hidden surprises, aswell as serviceability of
thetire.

UNMDERSIDE

* Aninspection mirror, NSN 5120-00-618-6901, PN 12640 isan al metal mirror with atelescoping
handle. Thisisexcellent tool for underside checks.

* Although it ishard to see under the vehicle, check to make surethere are no protruding wiresor
foreign objects.

* Also, check for fluid leaks or |oose partswhich could impact your trip and cause abreakdown.
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* Before entering the vehicle, check the back seat areafor hidden passengers!

* [tisalwaysagood ideato keep the glove box locked. Makeaquick check for any planted items
and to ensure you have all the necessary paperwork (registration, insurance card, AF Form 1800,
etc.)

* Lock or leavethe glove compartment empty.

* Leavethevisorsdown or in aposition where nothing can be placed that does not belong there.

* Check under the dashboard for signs of tampering.

* Pop the hood for aquick look to make sure there are no hidden bombs or devices.

* Check fluid levels, belts, hoseand electrical connections, battery condition and anything that could
cause abreakdown.



* Before entering the vehicle, check the back seat areafor hidden passengers!

* [tisalwaysagood ideato keep the glove box locked. Makeaquick check for any planted itemsand
to ensureyou have all the necessary paperwork (registration, insurance card, AF Form 1800, etc.)

* Lock or leavethe glove compartment empty.
* Leavethevisorsdown or in aposition where nothing can be placed that does not belong there.
* Check under the dashboard for signs of tampering.
* Pop the hood for aquick look to make sure there are no hidden bombs or devices.
* Check fluid levels, belts, hoseand electrical connections, battery condition and anything that could
cause abreskdown.
* |f your government vehicle doesnot already have one, look into obtaining alocking gas cap.

* Park on ahard surfaceif possible, asgrassand/or mud can conceal wires or evidence of
tampering.

* Consider installing an alarm or antitheft device. Vehicle control officersNCOs should contact the
supporting GSA/LGT officeto seeif thisisfeasible.

* A few extraminutes spent checking avehicle can prevent acatastrophe!

CHAPTER 3
TRAVEL SECURITY

Your vulnerability to terrorism increaseswhen traveling outside the 50 states. Usethesetravel tips
with common sense. Your visibility and personal profile becomeimportant for different reasons
depending upon whereyou aretraveling. Within our American society, you want to sell theAir Force
and the prideyou carry for being amember of the greatest Air Forceintheworld. Whentravelingin
another society, you must use caution to keep from being avictim of terrorism—but, don’t throw the
baby out with the bath water. Many of thesetips can be used whiletraveling within the United States
to keep you from becoming avictim of crime. Travel isabig part of your job. Though you may not
deploy overseas, or go onextended TDY s, you will still travel to meetings, seminars, training courses,
professional military education classes, and avariety of other events. Thischapter coverssometipsfor
safetravel, and to ensurethe homefront is secured aswell.

* Whiletraveling by car:

* |f you believe someone tampered with, vandalized or tried to break into your car, do not disturb
anything.

* Contact the police and complete areport!

* Do not leave valuablesin thevehicle, such astape players, computers, etc. Lock theseitemsinthe
trunk, out of view.

* Alwayscarry aset of jJumper cablesin case of adead battery.
* Haveafirst aid kit in the glove box or trunk for minor emergencies.

* Alwayslet someone know whereyou are going and your approximate return time.

IDENTIFICATION OF VEHICLES

1. COLORS
2. BODY STYLE
. COMPACT
. FULL BAZE
. TRUCK. VAN
. NUMBER OF DOORE
. HATCH- BAGK
3. MAKE / MODEL / YEAR

IDENTIFICATION OF VEHICLES

4. LICENSE NUMBER AND ORIGIN
5. PECULIARITIES

a. TIRES
b. ANTENNAE
c. BODY DAMAGE

* |f youthink avehicleisfollowing you, try to obtain the aboveinformation to giveto law enforce
ment officials

* Know thelocations of “ safe havens,” such aspolice departments, hospitals, military bases, etc.



oAvoid sidestreets, aleys, and areasoff of main roadways. * Whileat theairport:

oMakeit ahabit to keep car doorslocked at all times. oRemainalert. Bea“peoplewatcher.”
0When you stop at intersectionsfor traffic lights or signs, be alert and aware of your surroundings. o Pﬁss"hm;?h security checkpointsasquickly aspossible. If anything isgoing to happen, it will
appen there.

olf you becomeavictim of car theft/carjacking:
y : g o Do not alow others, other than airport workers, to handle your baggage.

* Comply with the demandswhen confronted with forceto take your vehicle.
0 Do not accept baggage from others.

* Remember critical information about the suspect(s), like height, weight, clothing, race, sex, etc. o .
o Do not leave your baggage unattended, especialy if you have already passed through security

* Assoon aspossible, report theincident to law enforcement officials. Book stopflichswh it
0 Book non-stop flightswhen possible.

0 When completing astatement for police, or providing information, remember: . ) .
* Whileon flights outsidethe CONUS:

* Beaccurate asfar astimes, locations, what wastaken, etc. ) ] ) ) )
o Try to get aseat intherear, awindow or middle seat (askyjacker will proceed to the front of the

* Provide adirection of travel planeandismorelikely to notice peoplesittingintheaisie).
* Outlineyour thoughtswith who, what, where, when, why and how when completing police o Do not discussyour military affiliation with other passengerson the aircraft.
reports.

o Even on domestic flights, avoid working on government projects, or subjects, if possible.

™

* Aboveall, remember that your vehicle and valuables can be replaced, you cannot! inlieu of apassport.

* Remember, itisokay to travel in uniforminthe continental US. Therestrictionson travelingin
uniform arefor overseas and to/from amedium or high threat area.

* When traveling overseas, always attempt to travel on atourist passport. DO NOT useyour ID card

* |f traveling outsidethe CONUS, travel in conservativecivilian clothing.



0 Do not give your room number to strangers.

o Try toget aninsideroom.

0 Sleep away from street sidewindows.

oLeavelightsand thetelevision or radio on when theroomisvacant.

oAnswer the phonewith “hello,” not your name and rank.

oAlwaysdevelop aplan of action to quickly get out of thehotel inahurry. Learnall exit routes.

* |f traveling outside the CONUS, you and your family members, 12 yearsof age or older, need to
obtainal evel Antiterrorism briefing fromthe _OSI_. For morei nformati ononyour destination, check 0 Do not useyour rank when making r ationsunlessrequired.
the State Department home page for travel advisories, warningsand restrictions.

* When you get to your hotel:
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+ RESERVATHONS & SELECTION OF ROOM -
. P'.'m. HEAT, ORDERLY ROOM | ]
: E: :u!::m SECURE DOORS, WINDOWS, ETC.
» BE ALERT IN LOBBIES, HALLS, ETC. ADMITTING STRANGERS
® VARY ARRIVALS, DEPARTURES, SECURITY GUARDS
EXITS AND ENTRAMCES FIREFIGHTS
# EMERIENCY EXITS, PLANS AND EOUSPMENT = TAX|
* CLOSE DRAPES - LIGHTS
olf possible, leavethe“Do Not Disturb” sign on your door asmuch aspossible.
0 Usethe security peephole or other meansto check who is at the door before opening it. 0 Usecivilian addressesfor tickets, luggagetags, reservationsand other documents.

o Do not leavevaluablesinsecure.

o Keep your room asorderly aspossible. Thiswill provideyou abetter chanceto recognizeif
someone wasin your room going through your possessions.

o Do not, for any reason, leave classified or sensitiveinformation, including |aptop computers,
unattended or insecure in your room.

o0 Remember, all phones are subject to monitoring. Be careful what you discuss.

o0 Make surethedoor islocked when you leave.




CHAPTER 4
PERSONAL AND FAMILY SECURITY
You and your family are our most valuable asset. You cannot be expected to provide aserviceto your
country if you are preoccupied with your family’swell being. Whether at home, traveling together, or

separated for ashort period of time, you want to be secure and want your family to beaswell.

Thetipsinthischapter provide equal protection/awarenessfrom both terrorist and criminal threats.
They can beapplied in any environment.

* At home:

0 Remember, all the placeswhere you thought to hide an extrakey, acriminal aready knows!
L eave an extrakey with atrusted neighbor or nearby relative.

olf youaretraveling, either TDY or on vacation, stop your home deliveries (newspaper, mail,
packages, etc.)

o If you aregoing to be away and have adog, have afriend or neighbor carefor the pet instead of

kennelingit. Thedog can be avaluable deterrent, keeping people away from an unoccupied
home.

0 Keep your homecleanandin good repair.

0 Beagood neighbor and get to know the peoplewho livein your neighborhood!

o Do not beafraid to get involved and call police when you see something suspicious.
0 Do not leave asecond car in the same spot for aweek. Have aneighbor moveit.

o0 Keeplawnscut in spring and summer and if applicable, snow removed in winter.

oA family rarely goesaweek without generating trash. Have aneighbor placeyour trash can out
for pick up and even placetrashinit.

o Do not leave valuables, like securities, money, etc. insecurein an unoccupied house. Placethem
in asafety deposit box.

0 Consider timersfor interior and exterior lights.
* Going TDY alone:
0 Make sureyour family knows how to contact with you.

o Haveadead bolt and peepholeinstalled on exterior doorsfor added security.

o0Makesureoutsidelightswork.
oAnunusua or unknown placeof origin.
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0 Check interior window locks.

o0 Keep drapesand curtains closed, instruct your family not to draw attentionto thefact you are
away.

0 Besuspiciousof public works crews, meter readers, deliveries, etc. Alwaysdemand
identification before opening doors.

o Writedown license plates and vehicleinformation for suspiciousvehiclesinthearea.
o Never leave children a one or unattended, know wherethey areat all times.
o Instruct young children how to summon help.

* Suspiciouslettersand packages:

LETTER AND PACKAGE BOMEB INDICATORS
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oAboveare examples of suspi cious packages and | etter/package bombs.
0 Do not shake or submerge packagesor lettersin water.

o Do not open!!!

0 Contact the policeor fire department immediately if you suspect something iswrong and follow
their instructions!

oIndicatorsof possiblemail or package bombsare:
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oNoreturn address.
0 Excessive postage.
oAbnormal sizeand/or weight.

0 Qily stainson thewrapping or package.

oWiresor strings protruding from or attached to the package/l etter.

o Different return address than the postmark.
o0 Misspellingson the package.

o Peculiar odors (almonds, shoe palish, etc.)
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CHAPTERS
TERRORISM AND TERRORIST GENERAL INFORMATION

Terrorismisdefined asthe cal culated use of violence or threat of violenceto include fear; intended to
intimidate government or societiesin the pursuit of goalsthat aregenerally political, religious, or
ideological. Terrorismisnot just an overseas problem. AstheWorld Trade Center and Alfred Murrah
Federal Building bombingsshow, it can strike anywherein America. 1n Oklahoma, six recruitersdied,
four Army and two Marinesintheir sixth floor offices. TwoAir Forcemembersinthe social security
office on the second floor also died. Terrorism can beinternational or domestic. Militiamovement
members, street gangs, criminals, mentally disturbed and disgruntled employeescan all be considered
terrorists. Asamember of thearmed forces, you area“symbol” of asystemor idea. Many peoplesee
arecruiting officeasatarget or aquick way to get publicity. During the height of the Vietnam War,
recruiting officeswere often targets of those opposed to thewar. Thiswas because these officeswere
themost visible and accessible symbol of the” military-industrial complex.” Assuch, they were subject
toactsof vandalism and arson. Thisholdstruetoday, asthetypical operating locations of recruiting
stationsmakesyou vulnerable. Therearerelatively simplewaysto decrease your chances of becomea
target or victim of terrorism. Here are some examples:
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* Terrorists carefully plan their operations, using time astheir greatest asset. They will attack or seize
what they consider a“ soft target.”

o Unpredictability in daily activitiesincreasesyour survival chancesagainst criminal and terrorist
acts.

oAlthough your workplaceislocated in the civilian community, consider using random antiterror
ism measures (RAMS) as an affordable and easy way of increasing unpredictability/security.
The RAMs selected should be not be readily apparent to the general public.
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oRAMsarefoundinAFI 31-210, TheAir ForceAntiterrorism/Force Protection (AT/FP) Program
Standards.

* Situational awarenessisasoakey tosurvival.
* Know where and to whom to go to for information or help.
* Obtain necessary travel advisoriesprior totraveling onleave or going TDY.

* There are many web sitesavailableto obtain information on organized gangs, militia, hate, and
international terrorist groupsthat may be operatinginyour area.

* The security forcesand Air Force Office of Specia Investigations (AFOSI) have resourcesavailable
to help make you smarter on thelocation you will beworkingin.

* Thingslike attending church at the sametime, establishing aset schedulefor favorite activitiesand
scheduling meetings at the sametime create behavior that makeyou and your family more predict
able, and asoft target.

* Timely and accurate reporting of suspicious activitiesto theauthoritiesmay prevent acrimina or
terrorist act from occurring.

Thethreatisreal! Anexample, just inthe State of Texas, thereare:
* 51 militiaand patriot groups (1999 Southern Poverty Law Center Research Site)

* 11 Texascitiesreported street gangs (1998 FBI report shows San Antonio alonewith 891
identified gang with 18,000 members)

* 19 hate groups, including the Ku Klux Klan

* Six internationd terrorist organizations (field officesengaged in fund raising and “ cultural
exchanges)

Thereare several web siteswith outstanding material on travel security, personal protection and tips

when visiting or transiting through foreign countries. You servicing installation antiterrorism officer or
NCO can be of assistancein obtaining thesesites.
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CHAPTER 6
COUNTER SURVEILLANCE

Asyou conduct your daily business, it isimportant to “ L ook for the absence of the normal and the
presence of theabnormal.” Thisisnot acomplicated statement! Be observant of things or people and
activitiesthat are not anormal part of the surroundings. Surveillanceisanormal preludeto criminal or
terrorist actions. Whether it takes 5 minutesor 5 weeks, the“ bad guy” will first check you and your
surroundingsout. Surveillanceisdefined asthe continuous or periodic act of observing by surrepti-
tious means, aperson, place or athing for the purpose of gathering information otherwise unavailable
orimpractical to obtain. Terroristswill survey atarget for long periods of timeto gather intelligence
and look for complacency or weak spotsto exploit. Remember, terroristslook likeyou and me. They
could bethe clergy member walking down the street, a person walking adog, awoman with ababy, a
door-to-door salesman or autility worker. Persons conducting technical surveillance, will normally use
still cameras, video cameras and recording/listening devices. Thisequipment could beplacedina
vehicle, room or building that provides avantage point to observe you, your home or work place. So,
how do you determineif someoneiswatching you?

* Detection Methods:
0 Document neighborhood workplace and traffic patternsfor people and vehicles.
oBesituationally aware of people, vehicles, workmen and delivery people.

0 Foot surveillance (passive maneuvers) - use windows, tie ashoestring and look around, drop an
object and pick it up, do a180-degree natural turn.

0 Vehiclesurveillance (passive maneuvers) - vary your speed, signal for turnsand then keep going
straight, do aU-turn, just stop past ahill or beyond acurve, circlethe block.

0 Becomefamiliar with possible choke-points (areaswhere you must cross every day and/or
whereyou can't get away).
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olf you believeyou are under surveillance:

* Conceal your suspicions.

* Do not force aconfrontation.

* |f you can, call the authorities and report what isgoing on.
* Bedituationally aware.

* Practice determining estimates (Speeds, direction, etc.)

* Practice using descriptive termsand visuaization.

* Observegeneral characteristics of aperson and his/her vehicle (race, gender, height, weight, hair
color, etc.)

* Inform your supervisor and authorities.
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CHAPTER 7
BOMB THREAT AND OFFICE SEARCH PROCEDURES

Bomb threats are the most common threat situations recruitersface. Incident reportsarereceived onan
amost weekly basisof bomb threats occurring on one of our military installations, or against a
recruiting station.

Bomb threatsaredelivered in avariety of ways. Themajority of threatsare called directly to the
intended target. Occasionally, these callsarethrough athird party. Sometimesthethreat iscommuni-
cated inwriting or recorded and delivered to aradio or television station. Two common factorsfor
bomb threat are:

1. Thecaller hasdefinite knowledge or believesthat an explosive or incendiary bomb hasbeen or will
be placed and he/she wantsto minimize personal injury or property damage. Thecaller may bethe
person who placed the device or someone who has become aware of such information.

2. Thecaller wantsto create an atmosphere of anxiety and panic that will, in turn, result in disruption
of normal activitiesat the effected facility.

Whatever the reason for making abomb threat, therewill certainly beareactiontoit. Through proper
planning, the potential for over or under reaction can be greatly reduced.

Through proper preparation, you can reduce panic, the most contagious of all human emotions. Panic
issudden, excessive, unreasoning, infectiousterror. Onceit hasset in, it increasesthe potential for
property damageand personal injury.  Inthecontext of abomb threat, panicisthe ultimate
achievement of thecaller.

You can increaseyour office’s preparedness by having aphysical security and bomb threat incident
plan. The plan must be explained and exercised so everyonein the office knowswhat to do. When
planning for abomb incident, adefinite chain of command or line of authority must be established. A
clearly defined line of authority will instill confidence and prevent panic. Since most recruiting offices
arelocated off base, it would be very helpful for your officeto establish abomb threat kit. Thiskit
shouldinclude blueprints of the building where the recruiting station or detachment islocated, along
with photographs of the layout of the office. Good prior planning would include having local law
enforcement, campus police and fire department personnel visit your officeto becomefamiliar withits
layout. Haveapredetermined assembly point should the building haveto be evacuated. Theassembly
point should befar enough away from the building to protect you from abomb blast, and inan area
whereno vehiclesarelocated. A common terrorist tacticisto hideasecondary devicein or near
vehicles set to detonate when the building isevacuated. Trainingiscritical! Peopleinyour station need
toreact quickly if abomb threat isreceived. Personnel should betold to avoid windowsif they hear a
bang or explosion of any kind. Themajority of injuriesin abomb blast arefrom flying glass. A bomber
will sometimes detonate asmall deviceto bring peopleto windows, then detonate alarger device.
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Befamiliar with your officearea. Be ableto detect what does not belong there, and what is out of
place. Beawarethat bombs can be constructed to look like almost anything and can be placed or
deliveredin any number of ways. The probability of finding abomb that |ookslikethe sterectypical
dynamite bomb isextremely low. Most bombsare homemade and arelimitedin design only by the
imagination and resources availableto the bomber.

Most commercial buildings have sometypeof physical security programin place. These measureswill
include basic thingslike locks on windows and doors, outside lighting and external security patrols.
Theseall increase security. Here are some additional factsto remember. Standoff distanceisthe best
defensefor bomb attacks. Wherepossible, create standoff distance from buildingsor your station.
Heavy shrubsand vines should be kept closeto the ground to eliminate hiding placesfor people and
devices. Window plantersand trash cans offer great placesto hideabomb!

Good housekeeping isvital. Trash or dumpster areas should remain astrash and debrisfree aspossible.

When responding to abomb threat:
0 Make sure everyone knowswhat to do when abomb thresat isreceived viatelephone or e-mail.

o If thebomb threat isreceived by telephone, have the person receiving the call remain calm and
try towrite down al theinformation identified on AF Form 440, Bomb Threat Checklist.

oMakesurean AF Form 440 ispositioned by each telephone.

oKeepthecaller onthelineaslong aspossible.

olf possible, record every word spoken by the caller.

o Try toidentify voice characteristics, accents, gender, age, etc.

olf the caller does not indicate the l ocati on/detonation time of abomb, try to get thisinformation.
0 Pay particular attention to background noises.

oRemain availableto law enforcement personnel for interviews.

o If thebomb threat isreceived in writing, do not disturb or excessively handle the document/
envelope.

olf thethreat isreceived over e-mail, do not delete or disturb until law enforcement personnel
have seen thee-mail.
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Oncethe bomb threat isreceived, senior leaders must decide on acourse of action. Therearethree
courses of action the on-scene commander cantake. Follow all instructions given by responding fire
and police.

o They canignorethethreat.
o They can order animmediate evacuation of the office.
0 They can search and evacuateif warranted.

olf any of thelatter two aretaken, local law enforcement personnel must be notified. The closest
military installation and the controlling recruiting squadron shoul d also be notified.

If the decision ismadeto search for the expl osive device, the search team shoul d, when possible, be
made up of three people. Two people, onevery familiar with the area, and arunner will conduct the
search. Search teams should belimited to the absolute minimum. If the station has multiplefloors,

one search team per floor isusually thenorm. The pictures bel ow show proper search procedures:

| & FALSE CEILING
I

3o coims

1=-1 FLoon To wAIST
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It isimportant to conduct asystematic and thorough search. Dividethe areainto sectorsand begin at
floor level, working your way towardstheceiling. If something out of the ordinary isfound, do not
touchit! Contact on-scene emergency personnel immediately!

Below are additional search proceduresyou can useto ensure you are conducting athorough search

GRID SEARCH

STRIP SEARCH

21

CIRCLE SEARCH

Marieywing

ZONE, OR SECTOR, SEARCHES

No matter which proceduresyou use, make sure you are systematic and thorough.

Favored locationsfor planting explosive devices are a so shown. Remember, only theimagination of
the bomber limitsthelocationswhere explosive devices can be placed. Thisisjustasample. Itis
important to do asystematic and thorough search.
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CHAPTER 9
If anything isfound, do not disturbit. Have arunner contact the on-scene commander with the

location and known information onthe device. Treat al bomb threats seriously, no matter how many CIVIL DISTURBANCE AND ACTSOF DISOBEDIENCE

timesthey occur. If any new mediashowsup, refer them to the public affairs representative on scene.

Aboveall, remain calm and follow instructions. A few minutesof preparation, awarenessand calm can Civil disturbances arisefrom actsof civil disobedience. Civil disturbances may arise from anumber of
prevent acatastrophe! causes. Mogt often, itisbecause of political grievances, social unrest or terrorist acts/foreign influences.

Civil disturbances, in any form, are prejudicial to public law and good order. Many times, protestorsare
demonstrating against some act or event caused by the government. Asrepresentativesof the govern-
ment, military membersare at risk of becoming targets. During the Vietnam War era, recruiting stations
and ROTC detachments on university and college campuseswere frequent targets of protests, demon-
strationsand criminal acts (arson, vandalism, theft). Recruitersand ROTC detachment personnel rarely
havethe protection of either law enforcement or other military readily available.  Thisiswherequick
action, common sense and knowledge will pay off. If you know ademonstration or civil disturbanceis
about to happen near your duty location:

* Contact civil authoritiesimmediately.

* Contact your nearest military installation and command element.

* |f possible, stay away fromthearea. Your presence could inflamethe situation and causeinjury or
death.

* |f you areat your duty location, try to securethe building and any peopleinside. If thebuilding has
multiple entranceg/exits, usethem to leave the areawithout being seen.

* Beforeleaving, try to secureany high value or pilferableitems.

* Draw blinds, shades, and curtainsto reduce damage from rocks or objects thrown at your
building.

* Stay away from windows!
* Comply with all instructions of authorities on scene.
If you aretraveling in avehicle and come upon acivil disturbance scene:
* Try toleavethe areaas quickly as possible by backing out.
* |f you cannot back out of the area, try to turn onto asideroad and quickly leavethe area.

* |f asideroad doesn’t exist, you may haveto exit thevehicleand leave onfoot. Your vehicle can
alwaysbereplaced. You, your family membersand coworkers cannot.

If you are caught in the open, on foot, by aviolent individual or crowd:

* Look for avenues of escape.
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* Try to remember anything about theindividual (s) involved; (height, weight, gender, race, etc.)
* Report theincident asquickly aspossible.

* Take no actionsthat will endanger your life, or thelifeof others, except in self-defense.

* Try to comply with theindividual’sdemands. Remember your safety!

Civil demonstrations can erupt with little, or no warning and can quickly get out of control. Stay
situationally aware, remain calm, use common sense and think!

Civil disturbances and acts of disobedience do not routinely happen overnight or spur of the moment.
Thereisusually abuildup period of increased tensions or intelligenceindicatorsthat something may be
getting ready to happen, either in aspecific areaor on your campus. The detachment or squadron (for
recruiters) commander must establish operational procedures, such ascoming towork incivilian attire,
staying away from the office, or meeting at the nearest military installation or federal building. Another
outstanding practiceisto have asenior person with proper clearancesreceive updated intelligence
information. If possible, ascenarioinvolving acivil disturbance or protest should be exercised at least
annually, so everyoneisaware of their responsihilities.
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CHAPTER 10

SECURITY OF RECRUITING SERVICESOUTREACH VEHICLES
Aspart of an effort to broaden theAir Force' sappeal to potential new recruitsand taketheAir Force
message to more public venues, AFRS has adopted the use of “ outreach” vehicles. These mobile
multimediadisplaysincorporatethelatest in visua and electronic advertising mediums; they are
frequently seen on theinterstate highwaysasthey travel to someof our largest citiesand smallest
towns. Because of their high visibility, these vehicles could become the target of someonewishing to
make astatement against the US government and/or the military through vandalism, or outright
destruction. The presence of high value el ectronic equipment on board the trailers also makesthem
susceptibleto theft. Inaddition, itisnot alwayspossible, or practical, to park the outreach vehiclesona
military installation when they arenot in use. To help those of you who may betasked to travel with
the outreach vehicles have asafer and more successful trip, the security checklist below hasbeen
prepared:

* Prior to departure, obtain local threat and criminal activities briefingsfromyour local AFOSI

* Makesurethevehicleisready for thetrip (serviceability, fuel, jumper cables, emergency equip
ment and required forms)

* Useateam approach. If theareathevehicleistravelingto hasonly onerecruiter assigned,
consider taking more personnel to assist with security

* Try tolocate asecure sitefor display setup (well lit and travel ed; around other businesses)

* Conduct awalk-around of the areaand thetractor trailer to identify any possibletrouble spots,
vehicleconditions, etc

* Make contact withlocal police shortly after arrival (brief them on your desired locationsand obtain
any criminal activitiesupdates)

* Make surelocal emergency numbersareknown (besides911)
* Maintain control, asmuch as possible, of crowds entering the display area

* |f anincident occurs, securethe scene asbest possibleto preserve evidence (if possible, do not
touch anything)

* Report any incidentsto the nearest military installation and recruiting squadron
* At theend of the day properly account for and secure all equipment

* Ensurethevehicleislocked securely
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* |f thevehicleisparked on amilitary installation, make sure base military police/security forces
know itslocation. Ask them to conduct hourly checksif possible

* Inthemorning, taketimeto do aproper-walk around of the vehicle beforeleaving
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BOMB THREAT CHECKLIST

1. Number at which the call wasreceived

2. Length of the call

3. Time of call

4. Date of call

5. Exact words of the caller

Questionsto ask the person calling in the bomb threat:

6. When isthe bomb going to detonate?

7. Where isthe bomb right now?

8. What kind of bombisit?

9. Didyou plant the bomb?

10. Why?
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11. If, you did not plant the bomb, who did? END OF DAY SECURITY CHECKLIST

1. Ensure all computers are turned off.

12. Where areyou? 2. Secure sure all personal effects.

13. What isyour name? 3. Secure government vehicle keys.

Additional information to annotate: 4. Ensureall classified, if applicable, issecured in approved containers.

14. Caller’sgender 5. Ensure windows and additional entrances/exits are locked/secured.

15. Approximate age 6. Check all windows, ensure they are secured.

16. Accent 7. Turn off all appliances (coffee pots, microwave ovens, radios, etc.)

17. Did the voice sound familiar to you? 8. Turnon exterior lighting, if applicable.

18. Background sounds 9. Turnoninterior security lighting, if applicable.

19. Language spoke 10. Ensure the door islocked and secured behind the last person out.

Actions: 11. Double check all vehicles, ensure they arelocked and no valuables are
left in them.

20. Did someone notify the police? Time notified:

21. Evacuate building, work center:

22. |severyone accounted for:

23. If adeviceisdiscovered, isthe area secured
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VEHICLE CHECKLIST

1. Observethe vehicle asyou are approaching it for anything out of the
ordinary.

2. Do awak around of the vehicle, looking for anything out of the
ordinary.

3. Check the trunk to make sureit is not gjar.

4. Look into the interior to ensure no one or nothing that does not belong
isinthevehicle.

5. Do amore detailed walk around of the vehicle, looking for things like
protruding wires, tape, etc.

6. Check for any fresh damage or signs of vandalism.

7. Check the gas cap to make sureit is still there and there is no evidence
of tampering.

8. Check the hood for any wires prior to lifting the hood.
9. Check the engine areafor any loose wire, hoses, protruding items, etc.
10. Check theinterior for any suspicious things (wires, packages, etc.)

11. Make sureyou have al your proper forms are present and the AF
Form 1800 is annotated.

12. Ensure you have enough gas for your journey.

13. Make sure you have a serviceable sparetire and possibly jumper
cables.
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QUALITY FEEDBACK

Every processin an organization has a customer. You are our customer
and we want to meet your needs. We want to ensure all information in this
handbook is relevant, accurate and as current as possible. Aboveall, we
want the information to be useful to you. Therefore, we need your feed-
back on the handbook. After you have read this handbook, please take a
few minutes to comment on the content, format and its usability. Also, if
you have an idea or recommendations that would be of interest or value,
please let us know.

Your responses are strictly voluntary. If you do not feel comfortable, you
do not haveto give your name or other identifiable information. Please
send your responses to:

HQAETC/SF

1851 First Street East, Suite 2
Randolph AFB TX 78150-4316
Telephone: DSN 487-5003
FAX: DSN 487-3636

COMMENTS:

32



